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Download Wireshark

Get Wireshark
The current stable release of Wiresharkis 1.4.0. It supersedes all previous relez including all

re of Ethereal. You can download the latest development rele (1.4.0rc2) and
documentation.

{J Windows Installer (32-bit)

Windows Installer (64-bit)

Windows U3 (32-bit)

Windows PortableApps (32-bit)

0S5 X 10.5 (Leopard) Intel 32-bit .dmg

0S X 10.6 (Snow Leopard) Intel 64-bit dmg
0S X 10.5 (Leopard) PPC 32-bit .dmg
Source Code

+ Old Stable Release (1.2.11)

v Development Release (1.4.0rc2)

+ Documentation
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HKLM¥SYSTEM¥CurrentControlSet¥services¥
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- Ox1 : SERVICE SYSTEM_START
- 0x2 : SERVICE AUTO_START
- 0x3 : SERVICE DEMAND START
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How To Set Up a Capture
http://wiki.wireshark.org/CaptureSetup
Security
http://wiki.wireshark.org/Security
Platform-Specific information about
capture privileges
http://wiki.wireshark.org/CaptureSetup/
CapturePrivileges
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104apci
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Agentx
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: 55 EEx

Bbyte Ghyte fbyte 2byte 46 ~ 1500byte
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- arp.pcap

W@ arp.peap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help
Buges BE@XDE

Filter:

Qaafb é®nm

> Expression... Clear Apply

No. Time e Destination Infe

1 0.000000 HonHaiPr_Ge:8b:24 eroadcast

ARP who has 192.168.0.17 Tell 192.168.0.114
2 0.004081 D-Link_0b:22:ba

HonHaiPr_6e:8b:24 ARP 192.168.0.1 is at 00:13:46:0b:22:b

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Arrival Time: Dec 11, 2006 04:59:22. 880651000 (EEED
Epoch Time: 1165780762. 880651000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconc:
[Time since rEfErEn(E or first frame: 0.000000000 seconds]

Frame Length 42 bytes (336 bits)
42 bytes (336 bits)

[Frame is marked: False]
[Frame is ignore
[Protocols in frame

Ethernet II, Sr 8b:24 (00:16:ce:6e:8b:24), Dst: Broadcast (FF:Ff:ff:ff:ff:ff)
. )

Broadcast (ff FFFFFFFFFF)

1

16 bit: Group address (multicast/broadcast)
LG bit: Locally administered addres

H 124
16 bit: Individual address (unicast)
Globally unique address (factory default)

0. ... ..
Type: ARP (0x0806)

Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IF (0x0800)

Ce 6e 8D 24 08 06 00 O]
0010 08 00 06 04 00 01 00 16 ce Ge 8b 24 c0 ag 00 72
LIFEIAN00 00 00 00 00 00 cO a8

©| Frame (frame), 42 bytes Packets: 2 Displayed: 2 Marked: 0 Load time: 0:00.000

(MACT RLR)
(IP7 EL 2) @7

(this is NOT the factory default)

gy



D] 172

Discover = Offer = Request = ACK

- dhcp.pcap

[l dhep.peap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Sedad CEAXRE AesdT L

Time Source stinal
1 0.000000 0.0.0.0 255.255.255.255

30.070031 0.0.0.0 255.255.255. 255 DHCP

faaa

Clear Apply

DHCP Request

® Frame 1: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)

E Ethernet II, src: Grandstr_O:
= Destination: eroadcast (Ff:ff:ff:ff:ff:ff)
groadcast (f

c:42)

Group address (multicast/
Locally administered address (this is NOT the factory default)

: Individual address (unicast)

Type: IP (0x0800)
® Internet Protocol, src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
@ User Datagram Protocol, src port: bootpc (68), Dst Port: bootps (67)
@ Bootstrap Protocol

| @B Mm%

- Transaction ID Ox3dle

2 (00:0b:82:01:fc:42), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)

roadcast)

Globally unique address (Factory default)




UDP TH X785 TCP
dns.pcap

[ dns.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Beoee BEAX2E | » DT & laaa @EmE "

Clear Apply

standard query A chrissanders.org
'tandard query response A 208.113.140.24
-remote > http [5YN] Seq=0 Win=16384 Len=0 M55=1460 SACK_PERM=1
http > ni-visa-remote [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1452 SACK_PERM=1
ni-visa-remote > http [ACK] Seq=1 Ack=1 Win=17424 Len=0
GET / HTTP/1.1
i [ACK] Seq=1 Ack=553 Win=6624 Len=0
sembled PDU]
b .113. .168.0. sembled PDU]
. 978929 .168.0. .113.140. i [ACK] Seq=553 Ack=2905 Win=17424 Len=0
. 068387 .113.140. .168.0. s sembled PDU]
.072204 .113.140.24 192.168.0. segment of a reassembled PDU]

# Frame 2: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
Ethernet II, src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: HonHaiPr_ 4 (00:16:ce:Ge:8b:24)
B Internet Protocel, src: 205.152.37.23 (205.152.37.23), Dst: 192.168. 0 114 (192 168.0.114)
version: 4
Header Tlength: 20 bytes
@ Differentiated services Field: 0x00 (pscp 0x00: pefault; ECN: 0x00)
Total Lengt 78
Identification: Oxd758 (55128)
@ Flags: 0x02 (pon't Fragment)
Fragment off;e : ]
Time to Tive:
Protocol: upp (1;)
Header checksum: Oxbd7c [correct]
Source: 205.152.37.23 (205.152.37.23)
Destination: 192.168.0.114 (192.168.0.114)
= User Datagram Protocol, src por domain (53), pst port: polestar (1060)
source port: domain (53)
pestination port: polestar (1060)
Length: 58
@ Checksum: 0x3df5 [validation disabled]
@ pomain Name system (response)

00 16 ce 6e 8b 24 00 05 5d 21 99 4c m; 00 T
00 de d7 58 40 00 32 11

00 720 ;5 04 24 00 3a 9

00 01 00 Of

65 72 73 nn 01 00 01 €0 Oc 00 01
00 01 00 nn 38 40 00 04 dO 71 Bc 18

Q| Intemet Pre (ip), 20 bytes Packets: 249 Displayed: 249 Marked: 0 Load time: 0:00.005 Profile: Default




v ¥ a VMgV = 3 Way Handshake
v > a VY)W = FIN / RESET

[ http.peap - Wireshark
tt Ele Edit View Go Capture Analyze Statistics Telephony Iools Help
p-pcap BEges BEARZE A

rce Destination ol Inf
145.254.160. 237 65.208.228.223 tip2 > http [SYN] Seq=0 Win=8760 Len=0 MS5=1460 SACK_PERM=1
65.208. 228. 223 145.254.160. 237 http > tip2 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1380 SACK_PERM=1
145.254.160. 237 65.208.228.223 tip2 > http [ACK] Seg=1 Ac Win=9660 Len=0
145.254.160. 237 65.208.228.223 GET /download. html HTTP/1.1
65.208. 228. 223 145.254.160. 237 http > tip2 [ACK] Seq=l Ack=480 Win=6432 Len=0
65.208. 228. 223 145.254.160. 237 [TCP segment of a reassembled PDU]
145.254.160. 237 65.208.228.223 tip2 > http [ACK] Seq=480 Ack=1381 Win=9660 Len=0
65.208. 228. 223 145.254.160. 237 [TCP segment of a reassembled PDU]
145.254.160. 237 65.208.228.223 tip2 > http [ACK] 5eq=480 Ack=2761 Win=9660 Len=0
65.208. 228. 223 145.254.160. 237 [TCP segment of a reassembled PDU]
65.208. 228. 223 145.254.160. 237 [TCP segment of a reassembled PDU]
145.254.160. 237 65.208.228.223 tip2 > http [ACK] 5eq=480 Ack=5521 Win=9660 Len=0

@ Ethernet II, Src: Xerox_00:00:00 (00:00:01:00:00:00), Dst: fe:ff:20:00:01:00 (fe:ff:20:00:01:00)
Internet Protocol, Src: 145.254.160.237 (145.254.160.237), Dst: 65.208.228.223 (65.208.228.223)
Version: 4
Header length: 20 bytes
® Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
Total Length: 48
Identification: Ox0f4l (3905)
® Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (6)
® Header checksum: Ox9leb [correct]
Source: 145.254.160.237 (145.254.160.237)
Destination: 65.208.228.223 (65.208.228.223)
= Transmission Control Protocol, Src Port: tip2 (3372), Dst Port: http (80), Seq: O, Len: 0
Source port: tip2 (3372)
Destination port: http (80)
[Stream index: 0]
Sequence number: 0  (relative sequence number)
Header length: 28 bytes
® Flags: 0x02 (SYN)
window size: 8760
Checksum: Oxc30c [validation disabled]
@ options: (8 bytes)

£f 20 00 01 00 00 00 01 00 00 00 08 00 45 00
30 Of 41 40 00 80 06 91 eb 91 fe a0 ed 41 do
df 0d 2c 00 50 38 af fe 13 00 00 00 00
38 c3 0c 00 00 02 04 05 b4 01 01 04 02

© | Flags (tcp.flags), 2 bytes Displayed: 43 Marked: 0 Load time: 0:00.015
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- http.pcap

[ hitp.peap - Wireshark
File Edit View Go Capture Analyze Statistics Telepl

BFgaw nEX2a|

Filter:

Expression... Clear Apply

No. Time ree Destination Infe

0.000000 145.254.160.237 65.208,228,223 tip2 > http [syn] seg=0 win=8760 Len=0 MSS5=1460 SACK_PERM=]

0.911310 65.208.228.223 145.254.160.237 http > tip2 [sYN, Ack] segq=0 Ac win=5840 Len=0 M55=1380 SACK_PERM=1
0.911310 145.254.160.237 65.208.228.223 tip2 > http [AcK] Seg=] win=9660 Len=0

0.911310 145.254.160.237 65.208.228.223 GET /download.html HTTP/1.1

1.472116 65.208.228.223 145.254.160.237 http > tip2 [ACK] segq=1 Ack=480 win=G6432 Len=0
1.682419 65.208.228.223 145.254.160.237 [TcP segment of a reassembled pDu]

1.812606 145.254.160.237 65.208.228.223 tip2 > http [AcK] Seq=480 Ack=1381 win=09660 Len=0
1.812606 65.208.228.223 145.254.160.237 [TcP segment of a reassembled pDu]

2.012894  145.254.160.237 65.208.228.223 tip2 > http [AcK] Seq=480 Ack=2761 win=09660 Len=0
2.443513  65.208.228.223 145.254.160.237 [TcP segment of a reassembled PDU]

2.553672 65.208.228.223 145.254.160.237 [TcP segment of a reassembled ppu]

2.553672 145.254.160.237 65.208.228.223 tip2 > http [AcK] seq=480 Acl 521 win=9660 Len=0

Frame 4: 533 bytes on wire (4264 bits), 533 bytes captured (4264 bits)
Ethernet II, src: Xerox_00:00:00 (00:00:01:00:00:00), pbst: fe:ff:20:00:01:00 (fe:ff:20:00:01:00)
Internet Protocol, src: 145.254.160.237 (145.254.160.237), Dst: 65.208.228.223 (65.208,228.223)
Transmission control protocol, src port: tip2 (3372), Dst Port: http (80), seq: 1, Ack: 1, Len: 479
source port: tip2 (3372)
pestination port: http (80)
[stream index: 0]
sequence number: 1 (relative sequence number)
[Next sequence number: 480 Crelative sequence number}]
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
Flags: Ox18 (PSH, ACK)
window size: 9660
m Checksum: 0xa958 [validation disabled]
[SEQ/ACK analysis]
- Hypertext Transfer Protocol
® GET /download.html HTTP/1.1’
HosT: www. ethereal. com\r\n
user-Agent: Mozilla/5.0 (windows; U; windows NT 5.1;
Accept: text/xml,application/xml,application/
Accept-Language: en-us,en;g=0.5\r
Accept-encoding: gzip,deflat
Accept-Charset: I50-8859-1,utf-
keep-Alive: 300
connection

en-us; r

n
.8,image/png, image/jpeg,image/gif; q=0.2, %/

Pr Default
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[ fp.peap - Wireshark
File Edit view Go Capture Analyze

tp.pcap

Filter

Sdgee bEXREE

—a

i

B

Statistics Telephony  Tools  Help
l T laa

Clear  Apply

Expression...

. 00233

004399
.005259
. 006560

[ Frame 7: 65 bytes on wire (520 bits), 65 bytes captured (
HonHaiPr_6e:8b:24 (00:16:ce:6 4),
Internet protocol, src: 192.168.0.114 (192.168.0.114), Ds

@ Ethernet II, sr

trim > frp [ACK] seq=1 Ack=1 win=17424 Len=0
Response: 220 chris sanders FTP server
csanders
password required for csanders.
echo
user csanders logged in.

UNIX Type: L8

211-extensions supported:

520 bits)
Dst: AsustekC_40
192.168.0.193

f (00 2:40:76:ef)
(192.168.0.193)

Transmission control protocol, src Port: trim (1137), Dst Port: ftp (21), seq: 16, Ack: 68, Len: 11

source port: trim (1137)
pestination port: ftp (21)
[stream index: 0]
sequence number: 16
[Next sequence numbe
Acknowledgement number
Header length: 20 bytes
Flags: Ox18 (PSH, ACK)
window size: 17357

(relative sequence number)
(relative sequence number)]

(relative ack number)

@ Checksum: Oxe96b [validation disabled]

@ [SEQ/ACK analysis]

File Transfer protocol (FTP)

B PASS echo\
Request
Request

command: PASS
arg: echo

76 ef 00 16
40 00 80 06
00 15 df b3
00 00 50 41

ce
do
b3

33

@ Request arg (ftp.request.arg), 4 bytes

8b 24 08 00 45 00
c0 a8 00 72 cO a8
c6 c7 01 85 50 18
20 ECENENEE od

6e
5a
0Oe

33
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- telnet.pcap

{8 telnet.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

SBuoes BEXZE|C e aa b W® M|k
Filter: ~ Expression... Clear Apply

| Info

. 002572 . . 0. . .0, 3m-image-1m > telnet [Ack] seg=1 Ack=1 win=32120 Len=0 Tsv=10233636 TSER=2467372
. 004160 . . 0. . . 0. TELNET Telnet pata
. 150335 . . 0. . . 0. TELNET Telnet pata
.150402 . . 0. . .0 TCP 3m-image-Tm > telnet [Ack] seq=28 Ack=4 win=32120 Len=0 Tsv=10233651 TSER=246737.
. 150574 . . 0. . . 0. TELNET Telnet Data
.151946 . . 0. . .0 TCP telnet > 3m-image-1m [ACK] seq=4 ack=31 win=17376 Len=0 Tsv=2467372 TSER=1023365.
. 153657 . . 0. . . 0. TELNET Telnet pata
. 153865 . . 0. . . 0. TELNET Telnet Data
. 154984 . . 0. . .0 TCP telnet > 3m-image-1m [ACK] Seq=29 Ack=95 win=17312 Len=0 Tsv=2467372 Tsl
. 155577 . . 0. . . 0. TELNET Telnet Data
bits)
Ethernet II, src: Lite-onc_3b:bf:fa (00:a0:cc:3b:bf:fa), pst: westernp_9f:a0:97 (00:00:c0:9f:a0:97)
Internet Protocol, src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
2 Transmission control protocol, src port: 3m-image-Im (1550), Dst Port: telnet (23), seq: 1, Ack: 1, Len: 27
source port: 3m-image-Im (1550)
pestination port: telnet (23)
[stream index: 0]
sequence number: 1 (relative sequence number)
[Next sequence number: 28 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header length: 32 bytes
@ Flags: 0x18 (PSH, ACK)
window size: 32120
® Checksum: 0x6e67 [validation disabled]
options: (12 bytes)
@ [SEQ/ACK analysis]
Tnet
Command: Do Ssuppress Go Ahead
command: will Terminal Type
command: will negotiate About window size
command: will Terminal speed
command: will Remote Flow control
command: will Linemode
Command: will New Environment option
command :

00 45 10
02 c0 ag
3e 80 18
7 24 00 25
fb 20 ff fb

@| File: "C:¥Users¥Murachi¥Documents¥P-— | Packets: 82 Displayed: 92 Marked: 0 Load time: 0:00.059 Profile: Default
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- lcmp.pcap

[ icmp.peap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools

Seoea EER2SE]

Destinati
.168.
.168.
.168.
.168.
.168.

197572
@ Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

@ Ethernet II, Src: HonHaipr_6e:8b:24 (00:16:ce:fe:8b:24), Dst: D-Link Ob:22:ba (00:13:46:0b:22:

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

(id=0x0300,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,
(id=0x0200,

Internet Protocol, src: 192.168.0.114 (192.168.0.114), Dst: 192.168.0.1 (192.168.0.1)

Internet control Message Protocol
Type: & (echo (ping) request)
code: 0
Checksum: 0x485c [correct]
Identifier: 0x0300
quence number: 256 (0x0100)
sequence number (LE): 1 (0x0001)
= Data (32 bytes)
pata: 6162636465666768696a6b6C6d6e6f707172737475767761,
[Length: 32]

00 13 46 Ob 22 ba 00 16 ce Ge 8b 24 08 00 45 00
00 3c 8e 9b 00 00 80 01 2a 62 cO a8 00 72 c0 a8
00 01 08 00 49 5c 03 00 01 00 [FNEFACENERENGT
67 68 69 ba 6b bC 6d be 6T /0 71 72 73 74 75 7§
77 61 62 63 64 65 66 67 68 69

©| Data (data.data), 32 bytes Packets: 16 Displayed: 16 Marked: 0 Load time: 0:00.000

seq(be/Te)
seq(be/1e
seq(be/1e
seq(be/le)
seq(be/1e
seq(be/1e
seq(be/le)
seq(be/1e
seq(be/1e

seq(be/1e
seq(be/1e

8/3, tt
=1024/4, t

1=128)

Profile: Default




Wireshark User‘s Guide
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Wireshark Wiki
http://wiki.wireshark.org/FrontPage
Wireshark University
http://www.wiresharktraining.com/



