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http://www.wireshark.org/

Download Wireshark

Get Wireshark
The current stable release of Wiresharkis 1.4.0. It supersedes all previous relez including all

re of Ethereal. You can download the latest development rele (1.4.0rc2) and
documentation.

{J Windows Installer (32-bit)

Windows Installer (64-bit)

Windows U3 (32-bit)

Windows PortableApps (32-bit)

0S5 X 10.5 (Leopard) Intel 32-bit .dmg

0S X 10.6 (Snow Leopard) Intel 64-bit dmg
0S X 10.5 (Leopard) PPC 32-bit .dmg
Source Code

+ Old Stable Release (1.2.11)

v Development Release (1.4.0rc2)

+ Documentation
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WinPcap Dy IH

WinPcap 4.1 LIfED/N—T 3 > Tlid NPF
P—ERADPHBEIITHRESINE T
[BHEELTEMF]ILEBRSTH S Yy P Hx 7
FxPTEET
- HEJEF CTHRIELRHSG51E. L FOL T A MY
F—CHREPEETEZET
HKLM¥SYSTEM¥CurrentControlSet¥services¥
NPF¥Start
- Ox1 : SERVICE SYSTEM_START
- 0x2 : SERVICE AUTO_START
- 0x3 : SERVICE DEMAND START
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How To Set Up a Capture
http://wiki.wireshark.org/CaptureSetup
Security
http://wiki.wireshark.org/Security
Platform-Specific information about
capture privileges
http://wiki.wireshark.org/CaptureSetup/
CapturePrivileges
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[l wireshark: Summary (=@ ] =]

File
Name:
Length:
Farmat:
Encapsulation:
Packet size limit:
Time
First packet:
Last packet:
Elapsed:
Capture
Interface:

Dropped packets:

Capture fiter:
Display

Display fitter:

Ignored packets:

Traffic

Packets

Between first and
Avg. packets/sec
Avg. packet size
Bytes

Avg. bytes/sec
Avg. MBit/sec

C:\Users\Murachi\Documents\Metwork Monitor 3\Captures\IE_Download.pcap
54450311 hytes

Wireshark/tcpdumpy... - ibpcap

Ethernet

65535 bytes

2011-07-16 21:25:08
2011-07-16 21:25:32
00:00:23

unknown

none
0
Captured ¢« Displayed « Marked
54203 54203 0

last packet

88.562 bytes
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[Analyze] — [Expert Info Composite]
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Expert Into Composite
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Bl Wireshark: 2180 Expert Infos

Errors: 3 (1218) |Warnings: 0 (0) | Motes: 3 (23) | Chats: 266 (939) | Details: 2180

Group {1 Protocol {4 Summary 1 Count
# Checksum IPv4 Bad checksum

H Malformed GIF image Malformed Packet (Exception occcurred’

= Malformed HTTP Malformed Packet (Exception occurred,




Expert Info Composite - EiE@s 5( 7

Kk g 0k Fx vy aH LT e b
- F v 7Y A L7 —F Checksum Offload D 7=
T, BERWEGENITEALE

Bl Wireshark: 2180 Expert Infos [=[@ =]

Errors: 3 (1218) |Warnings: 0 (0) | Motes: 3 (23) | Chats: 266 (239) | Details: 2180

Group {1 Protocol 1 Summary 1 Count
& Checksum IPw4 Bad checksum

# Malformed GIF image Malformed Packet (Exception occcurred’

H MalformedHTTP Malformed Packet (Exception occcurred’
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[Edit] — [Preference] — [Protocols]
T [IPv4] (% 7zl [IPv6]) D

[Validate the IPv4 checksum if possible]
2N D

B wireshark: Preferences - Profile: Default




Expert Info Composite - Warning S ﬁ 7

sequence number DA —F, Window 1
A ZXDEE, fast retransmission 73 &

Bl \ireshark: 18976 Expert Infos

Errors: 3 (18283) | Warnings: 5 (61) |Motes: 129 (500) | Chats: 32 (132) | Details: 18976

Group {1 Protocol {« Summary 1 Count

# Sequence TCP Previous segment lost (common at cap

[+

| Sequence TCP Window is full

L

N

(5]

| Sequence TCP Fast retransmission (suspected)

[+
L1

equence TCP Cut-Of-Order segment

N

H

| Sequence TCP Zero window




Expert Info Composite - Notes 52 7

Bk, HE ACK, FfBRTTL. 77V
Fr—ay LNV —nRE

Bl Wireshark: 18976 Expert Infos

Errors: 3 (18283) | Warnings: 5 (61) | Motes: 129 (500} |Chats: 32 (132) | Details: 18976

Group {1 Protocol 4« Summary 1 Count
@ Sequence TCP Duplicate ACK [#122)

# Sequence TCP Duplicate ACK [#123)

# Sequence TCP Duplicate ACK [#124)

 Sequence TCP Duplicate ACK [#125)

# Sequence TCP Duplicate ACK (#126)

= Sequence IPv4 "Time To Live" only 4
Packet:

Packet:

T ]




Expert Info Composite - Chats X 7

2

U 2bh/lL 2k 2 it

Bl Wireshark: 18976 Expert Infos

Errors: 3 (18283) | Warnings: 5 (61) | Notes: 129 (500) | Chats: 32 (132) | Details: 18976

Group {1 Protocol { Summary {« Count
# Sequence HTTP GET /downloads/info.aspx?na=41&Srck

# Sequence HTTP GET /dcsBkzhoc00000wwesfquztD_Bos

@ Sequence HTTP GET /downloads/ja-jp/confirmation.asp
 Sequence HTTP HTTP/1.1 202 Found¥r¥n

# Sequence TC Connection establish request (SYM): se

# Seguence HTTP/1.1 200 OK¥r¥n

 Sequence TC Connection finish [FIM)

# Seguence TC Connection establish acknowledge (SYT




Expert Info Composite - Details civi
SHEHRDOH BT RTD/F Y b2 TR

Bl ireshark: 18976 Expert Infos

i Severity A Group { Protocol + Summary
1 Error Checksum  IPv4 Bad checksum

4 Mote Sequence  TCP Retransmission (suspected)

8 Chat Sequence  HTTP GET /downloads/info.aspx?na=41&SrcFamilyId=0A391At
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*Iaf (Conversations) s FEHE

[Statistics] — [Conversations]

Bl Conversations: 1E_Download.pcap

Ethemet: 13 | Fibre Chianne | FDDI | Pv4: 28 | 1pve: 6] 1px | 3x7A | 11cp | Rsve | sCTp | Tcp: 41| Token Ring | uDP: 26 | UsB | wian

Ethernet Conversations

Address A { Address B + Packets « Bytes « Packets A—=B ¢ Bytes A—=B « Packets A=B ¢« Bytes A= =~
00:1b:8b:11:a0:0d 6c:62:6d:a5:b0:d0 54 136 53 566 B67 35 Bo4 52 526 605 g 1040
6c:62:6d:a5:b0:d0 ff.ff.ff 0
00:d0:2b:30:b5:1a 33:33:00:00:00:0d 136
00:1b:8b:11:a0:0d 01:00:5e.7f:ff:fa 6932

3:00:00:00:0c 2:6d:a5:b0:d0 2048
01:00:5e:7f:ff:fa 6d:a5:b0:d0 14952
00:00:74:fd:d2:07 :6d:a5:b0:d0 3382

3:00:01:00:03 62:6d:a5:b0:d0 174
01:00:5e:00:00:fc 6c:62:6d:a5:b0:d0
00:13:d3:ff:c4:44
e T —

Mame resolution [C] Limit to display filter

Follow Stream




Conversations — Ethernet X 7

FEASTT/5SE MAC 7 R L ZADMA L HHE
Z & DIEHE K

Bl Conversations: IE_Download.pcap

Ethemet: 13 |Fibre Channe | FDDI | v 26| 1pve: 6 1px | 3xTA SCTP

Ethernet Conversations

Address A { Address B + Packets « Bytes ¢ Packets A—=B ¢ Bytes A—=B ¢ Packets A=B ¢« Bytes A= =+
00:1b:8b:11:30:0d 6c:62:6d:a5:b0:d0 54 136 53 566 867 35 864 52 526 605 1040
6c:62:6d:a5:b0:d0 ff.ff. /.. f 8
00:d0:2b:30:b5:1a 33:33:00:00:00:0d
00:1b:8b:11:a0:0d 01:00:5e.7f:ff:fa 6932

3:00:00:00:0c 6c:62:6d:a5:b0:d0 2048
01:00:5e:7f:ff:fa 6c:62:6d:85:b0:d0 14952
00:00:74:fd:d2:07 6c:62:6d:a5:b0:d0 3382

3:00:01:00:03 6c:62:6d:85:b0:d0
01:00:5e:00:00:fc 6ci62:6d:a5:b0:d0
00:13:d3:ff:c4:44

1




Conversations — IPv4d X 7

‘ﬁ_é{ /AP 7 R RADMALESHOHEZ &
T3t 22 22

Address A
65.55.122.235
74.125.153.125
192.168.1.14
192.168.1.14
192.168.1.14
65.55.122.23
192.168.1.1
143.90.194.26
65.55.5.232
143.90.194.43

<

Address B
192.168.1.14

208.92.236.18

192.168.1.14
192.168.1.14
192.168.1.14
192.168.1.14
192.168.1.14

{ Packets 4 Bytes

bl
s s

53 815

12

LI

IPv4 Conversations

]

1
1

=]
38

0
18

53 370 621 35 690

14832
8711

1
b

0

66

21 558

0

7 347

52 377 057
1 065

6 057

{ Packets A—B « Bytes A—=B 1 Packets A=B 1 BytesA=B 1 | =
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{56 IP « PORT / %65¢G IP » PROT D itH A
EbEZT L IZFERHZER

Bl Conversations: IE_Download.pcap

Fibre Channe | FDDI | v 26| 1eve: 6 x| 3x7a | nice [ Rsve | scTe| Tep: 41

TCP Conversations
Address A ¢ Port A « AddressB 4 Port B ¢« Packets « Bytes { Packets A—=B ¢ Bytes A—=B ¢ Packets A<B ¢ ~
102.168.1.14 4 244 1] |
192.168.1.14 74.125.153.125 121 35 1
192.168.1.14 207.46.19.254 8 9 393 5 1g4
192.168.1.14 ] 208.92.236.18 278 3 1916
192.168.1.14 207.46.19.254 8 23 499 5420
£65.55.122.234 102.168.1.14 66
192.168.1.14 57302 143.90.194.26 B E 86
192.168.1.14 143.90.194.26 8 ] 33 370 445 18 123
192.168.1.14 207.46.19.254
192.168.1.14 207.46.19.254

€ | m




Conversation List

FrED7 0 FanZiFoY X sz2ENT 5
ﬁlilcj:

[Statistics] — [Conversation List]

PoH7a FanEiENgT B
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[Statistics] — [Protocol Hierarchy]

[l Wireshark: Protocol Hierarchy Statistics

Protocol
= Frame
= Ethernet
= Internet Protocol Version 4
= Transmission Control Protocol
Data
Jabber XML Messaging
=l Hypertext Transfer Protocol
Line-based text data
= Compuserve GIF
Malformed Packet
Media Type
= Portable Network Graphics
Malformed Packet
Malformed Packet
Secure Sockets Layer

= User Datagram Protocol

Display filter: none
%% Packets Packets % Bytes Bytes

Mbit/s End Pack ~

54203 HuRUNEl 52583039 18.025

54203

54182 EEREEEY 53579771 18.023

24125

0.02 % 10 0.00 %

0.00 % 1]0.00 %

GG D0 35805 BENGRERY 52543

0.01 % 6(0.01 %
0.01 % 4(0.01 %
0.00 % 1(0.00 %
0.01 % 3(0.01%
0.01 % 410.01 %
0.01 % 410.01 %
0.00 % 1]0.00 %
0.04 % 21

0.11 % 5710.03 %

610

6763
4048
143

2804
2804

0.02 % 8331

14029

53565742 18.01%

0.000
53 0.000
50 17.675
0.002
0.001
0.000
70 0.001
0.002
0.002
60 0.000
0.003

0.005
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IO Graph F&fE
[Statistics] — [10 Graphs]

Bl wireshark 10 Graphs: 1E_Asahicom.pcap

Graphs

Ite




Bl Wireshark 10 Graphs: IE_Asahicom.pcap o ||= | 2|
— 1000

Sl

| T | T
Os 20s

~X Axis

Filter: : Tick interval: 1 sec

Filter: . Pixels per tick: 5

] View as time of day
Filter:

- AXiS
Filter: : Unit: Packets/Tick

Filter: c Scale: Auto

Copy Save




X il D %%
X Axis : X il (Bfigh) %

- Tick interval

7 a v b EIRRERE O %
- Pixels per tick

7ay hFRRRIEO G
- View as time of day

« ZARNFRI 7 #—~< v bOER




X Axis

X Axis D% E

X Axis

Tick irlter'.ral:

Pixels per tick: n

View as time of day
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Y Axis Y fili (fEidl) DR
- Unit
BAHA DY Y F 2
Packet 2, ByteZ%{, Bitz{, Advanced
- Scale
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[Graphs] &7 2 3 ¥ — [Filter]

EYI

Display Filter &[] CEHEAXT7 4 L X %

HET D
[CGraph n] R X v TR /IEFKr~z2Y)

2
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[Graphs] &7 2 3 ¥ — [Filter]

! " "d MM AT ' }‘ }H"._II_IWI_IVIJ [ | 'lh"

20:47:50.23 20:47:55.2 20:48:00.3 20:48:05.3 20:48:10.3 20:48:15.3 20:48:20.3

K Axis

F|Iter Tick intewal:
- | Filter: Pixels per tick: n

View as time of day
~ | Filter:

- | Filker:

“ | Filker:
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[Save] h X v

el L7e 7 7 7 21l e L TIRIFTE S

Bl Wireshark: Save Graph As ...

Hame:

Save in folder: =) Captures

[ Browse for other folders

File type: |png E
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TCP Stream Graph F&fRE

[Statistics]
— [TCP Stream Graph]

- 1B 9 2 7 7 7 ORJHZ R




TCP dStream Graph

B Graph 7 - Control - W... EI@ @ TCP Graph 7: YouTube.pcap 74.125.175.154:80 -> 192.168.1.14:57680

Round Trip Time Graph

Zoorr | Magnify | Origin| Cross | Graph type | R
0.20 —

r£00IT
@ in ) out

Horizontal: | 1.000

Vertical: | 1.000

Horizontal step: 1.2

Vertical step: 1.2
Keep them the same
Preserve their ratio

~Zoom lock:
@ none (O horizontal () wvertical

o

N

.
| | ' | |

1000000 2000000 3000000 4000000 5000000 6000000

Sequence Number[B]
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Graph Control V 4 ¥ U D
[Graph Type] ¥ 7 CUINFH 2 TZ S

Bl Graph 7 - Control -w... [ = || = |[ &2 |

Graph type
Graph type:
@ Round-trip Time

) Throughput
) Time/Sequence (Stevens'-style)

() TimefSequence (tcptrace-style)

i Window Scaling




Round Trip Time Gra

. TCP Graph 7: YouTube.pcap 74.125.175.154:80 -= 192.168.1.14:57680

RTT [s] Round Trip Time Graph

0.20

1000000 2000000 3000000 4000000 5000000 6000000

Sequence Number[B]




Throughput Graph

2.168.1.14:57680

ouTube.pcap 74.125.175.154:80 -
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Time/Sequence (Stevens

[l TCP Graph 7: YouTube.pcap 74.125.175.154:80 -> 192.168.1.14:57680
Sequence
number[B] Time/Sequence Graph (Stevens)

6000000

5000000

4000000

3000000

2000000

1000000

Time[s]




ime/Sequence (tcptrace)

. TCP Graph 7: YouTube.pcap 74.125.175.154:80 -= 192.168.1.14:57680
Sequence
number[B] Time/Sequence Graph (tcptrace)

7000000

6000000

5000000

4000000

3000000

2000000

1000000

12

Time[s]




Window Scalin

. TCP Graph 7: YouTube.pcap 74.125.175.154:80 -= 192.168.1.14:57680
Windowsize
[bytes] Window Scaling Graph

10000

5000

Time [s]




Wireshark User‘s Guide
http://www.wireshark.org/docs/
wsug_html chunked/

Wireshark Wiki
http://wiki.wireshark.org/FrontPage
Wireshark University
http://www.wiresharktraining.com/



