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http://www.wireshark.org/

Download Wireshark

Get Wireshark
The current stable release of Wiresharkis 1.4.0. It supersedes all previous relez including all

re of Ethereal. You can download the latest development rele (1.4.0rc2) and
documentation.

{J Windows Installer (32-bit)

Windows Installer (64-bit)

Windows U3 (32-bit)

Windows PortableApps (32-bit)

0S5 X 10.5 (Leopard) Intel 32-bit .dmg

0S X 10.6 (Snow Leopard) Intel 64-bit dmg
0S X 10.5 (Leopard) PPC 32-bit .dmg
Source Code

+ Old Stable Release (1.2.11)

v Development Release (1.4.0rc2)

+ Documentation

— Il
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- Ox1 : SERVICE SYSTEM_START
- 0x2 : SERVICE AUTO_START
- 0x3 : SERVICE DEMAND START
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How To Set Up a Capture
http://wiki.wireshark.org/CaptureSetup
Security
http://wiki.wireshark.org/Security
Platform-Specific information about
capture privileges
http://wiki.wireshark.org/CaptureSetup/
CapturePrivileges



[Edit] -> [Find Packet]

Bl wireshark: Find Packet
Find

By: @ Display filter () Hex value () String

Search In String Options

Direction
) Up
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7Y > 7 ->[Mark Packet]
Ctrl + M

Destination otocol  Info
24697 > BO [5YN] Seq=0 Win=8192 L

Mark Packet (toggle) 0 > 64697 [SYN, ACK] Seg=0 Ack=1

Ignore Packet (toggle)

11 Set Time Reference (toggle)

[ > 64697 [ACK] Seg=1 Ack=928 wi

Manually Resolve Address N T

Apply as Filter

Frepare a Filter

Conversation Filter

Colorize Conwversation . . .
ontinuation or non-HTTP traffic

o

Follow TCP Stream

Follow UDP Stream

Follow SSL Stream

ces_11:a0:0d (00:1b:8b:11:a0:0d
Copy
Decode As...
Print...

Show Packet in Mew Window
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File Edit View Go Capture Analyze Stabistics Telephony Tools Help

B @l @ v Main Toobar TLEEQaaB @2 m

FEilter Toolbar

Filter: = Expression... Clear  Appl
Wireless Toolbar pressiol pply

Mo. i Statusbar Protocol | Info
TCP 64697 > BO [S¥N] Seq=0 win=8192 Len=0 M5
v Packet List TCP B0 = 64697 [SYN, ACkK] seg=0 Ack=l win=58

v Packet Details

v Packet Bytes 80 > 64697 [ACK] Seq=1 Ack=928 Win=7416

Time Display Format Date and Time of Day: 1970-01-01 01:0 3456 Ctri+AlE+1
Mame Resoclution Time of Day: 01:02:03.123456 Ctri+Alt+2
v Colorize Packet List Seconds Since Epoch (1970-01-01): 1234567890.123456 Ctri+Alt+3
v Auto Scroll in Live Capture Seconds Since Beginning of Capture: 123.123456 Ctri+Alt+4
< S Cirls+ Seconds Since Previous Captured Packet: 1.123456 Ctrl+Alt+5
S Chrl+- Seconds Since Previous Displayed Packet: 1.123456 Ctrl+Alt+6

L Mormal Size Ctrl+= Automatic (File Format Precision)

Resize All Columns Shift+Ctrl+R Seconds: 0
Displayed Columns 3 Deciseconds: 0.1

_: T=d _.: : L 2
Expand Subtrees Shift+Right Centiseconds:  0.12

Expand All Ctrl+Right
Collapse All Ctrl+Left

Milliseconds: 0.123

Microseconds: 0.123456

Manoseconds: 0.12345678%9
Colorize Conversation

loring 1-10 Display Seconds with hours and minutes Ctri+Alt+0
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[Time Display Format] T [Second Since
Beginning of Capture] % %R
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sl jelvin 2y b Uy 7 C
[Edit] -> [Set Time Reference] (Ctrl + T)
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Bl wireshark: Capture Options
Capture
Interface: Local IZI Intel(R) PRO/1000 PM Metwork Connection: ¥Devi-:e¥NPF_{4CZE
IP address: fe80::e076:4ff4:903b:aac, 2001:c---:1458:1326:e076:4ff4:903b:aac9, 192.168.1.8
Link-layer header type: | Ethernet B Wirel
Capture packets in promiscuous mode Rer

[T Capture packets in pcap-ng format (experimental) -
=1 1o - _ Buffer size: |1 — megabyte(s)

File: Update list of packets in real time

[T Use multiple files

Next file every * |megaby Automatic scrolling in live capture

minute(s) Hide capture info dialog
ile

Mame Resolution

Enable MAC name resolution
[T] Enable network name resolution

[7] Enable transport name resolution
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Bl Wireshark: Capture Filter - Profile: Default

Edit Capture Filter
Ethernet address 00:08:15:00:08:15
Ethernet type 0x0806 (ARP)
Mo Broadcast and no Multicast
Mo ARP
IP only
IP address 192.168.0.1
IPX only
TCP only
LIDP only

Properties
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[not] primitive [and |or [not] primitive ...]

amBEE B 1% not. and. or

1l
* tcp port 23 and host 10.0.0.5
* tcp port 23 and not src host 10.0.0.5

=81 [ e Ay 3! E 1) Rale




[l 2011_02_15.cap - Wireshark

Filter: Expression... Clear Apply
in f
1 0.000000 192.168.1.8
2 0.009963 211.131.226.15

211.131.226.15
192.168.1.8

64697 > BO [SYN] Seq=0 win=8192 Len=0 M55=1460 SACK_PERM=1
B0 > 64697 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1414 SACK_PERM=1

.021536  211.131.226. 192.168.

.067496 211.131.226. 192.168.

.067496 211.131.226. 192.168.

.067496 211.131.226. 192.168.

.067496 211.131.226. 192.168.

.067496 211.131.226. 192.168.1.

.067496 211.131.226. 192.168.1. HTTP

80 > 64697 [ACK] Seq=1 Ack=928 win=7416 Len=0
HTTP/1.1 200 oK (text/html)

Continuation or non-HTTP traffic

Continuation or non-HTTP traffic

Continuation or non-HTTP traffic

Continuation or non-HTTP traffic

Continuation or non-HTTP traffic

13 0.077561
14 0.079120
15 0.079120
16 0.079120

211.131.226.15
211.131.226.15
211.131.226.15
211.131.226.15

192.168.1.
192.168.1.

&
&
192.168.1.8
192.168.1.8

HTTP
HTTP
HTTP
HTTP

continuation or
continuation or
continuation or
continuation or

non-HTTP traffic
non-HTTP traffic
non-HTTP traffic
non-HTTP traffic

B Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
[+ Ethernet II, 5Src: AsustekC_cf:be:af (00:13:d4:cf:be:af), Dst: NecAcces_11:a0:0d (00:1b:8b:11:a0:0d)
© Internet Protocol, Src: 192.168.1.8 (192.168.1.8), Dst: 211.131.226.15 (11.131.226.15)
= Transmission Control Protocol, Src Port: 64697 (64697), Dst Port: 80 (80), Seq: 0, Len: O
Source port: 64697 (64697)
Destination port: 80 (80)
[stream index: 0]
Sequence number: O (relative sequence number)
Header length: 28 bytes
[+ Flags: 0x02 (5YN)
window size: 8192
# Checksum: 0x7766 [validation disabled]
#= options: (& bytes)
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Wl wireshark: Filter Expression - Profile: Default 1R ES

Field name Relation Value (protocol)

+ Expert - Expert Info I:l
+ 104apci - IEC 60870-3-104-Apci Predefined values:
+ 104asdu - IEC 60870-5-104-Asdu

# 2dparityfec - Pro-MPEG Code of Practice #3

+ 3COMXNS - 3Com XNS Encapsulation

+ 3GPP2 A11 - 3GPP2 All

+ 6LoWPAM - IPvG over IEEE B02.15.4

+ 802.11 MGT - IEEE 802.11 wireless LAN mar contains

+ B802.11 Radiotap - IEEE 802.11 Radiotap Cap! matches

# B02.3 Slow protocols - Slow Protocols

+ 9P - Plan 9 9P Range (offset:length)
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host example.com

host example.com and not (port 80)
ldns

not broadcast and not multicast
1p.dst==192.168.0.1
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ip.addr==1.2.3.4 TIP 7 FL X{C
1.2.3.4 2807y N 2R RTES
@i, IP7 FLZ2lE1.234% 3%
RTy F2RRTDHT A NVAE??

&V :ip.addr !=1.2.3.4
EfE  :!(ip.addr == 1.2.3.4)
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[Analyze] — [Display Filter]

Bl Wireshark: Display Filter - Profile: Default

Display Filter

IP address isn't 192.168.0.1, don't use |= for this!
IFX only

TCP only

LIDP only

LIDP port isn't 53 (not DNS), don't use 1= for this!
TCP or UDP port is 80 (HTTP)

HTTP

Mo ARP and no DNS

Mon-HTTP and non-SMTP to/from 192.168.0.1

Properties
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Wireshark Wiki Display Filter page


http://wiki.wireshark.org/DisplayFilters
http://wiki.wireshark.org/DisplayFilters

Wireshark D 44 gij ik

MAC 7 FL A
- MAC 7 RLRA=IP 7 RLRIZMEHR (arp)
- MAC 7 RLAD (3NN, b =2 RUA—4

IP7 FL R
- IPT7TRLA=>FZA+4 (DNS)

Hh— b &S

- R—F&H 5 =71 ranr4 (well-known ports )
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[Capture] — [Options] @D
“Name Resolution” 27 3 3

[l Wireshark: Capture Options
Capture
Interface: |Local IZI Intel(R) PRO/1000 PM Network Connection: ¥Device¥NPF_{4C:ZB
1P address: fe80::e076:4ff4:903b:aacs, 2001:c---:1458: :2076:4ff4:903b:aac9, 192.168.1.8
Link-layer header type: | Ethernet |Z|
Capture packets in promiscuous mode
[] Capture packets in pcap-ng format (experimental)
[T] Limit each packet to |1 *| bytes Buffer size: | 1 megabyte(s)
Capture File(s Display Options
File: Update list of packets in real time

[[] Use multiple files
Automatic scrolling in live capture

Name Resolution

Enable MAC name resolution
Enable network name resclution

ol Enable transport name resolution
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[View] — [Name Resolution]

View Go Capture Analyze
v Main Toolbar
v Filter Toolbar

Wireless Toolbar

Statusbar

v Packet List
v Packet Details
v Packet Bytes

Name Resclution
v (Colorize Packet List

v Auto Scroll in Live Capture

Z, Zoom In

Statistics Telephony Tools Help

FeEEQaan

* Expression... Clear Apply

Protocol Info

L T

HTTP Continuati
HTTP Continuati
HTTP HTTP/1.1

HTTP Continuati

Resolve Nam

v Enable for MAC Layer
v Enable for Network Layer
v Enable for Transport Layer

I = I I = A
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[Decode as...] 2R
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Bl Wireshark: Decode As

(default)
104apci
ap

ACAP

as
Agentx
AIM

AJP13
AMOP




TCP Stream D5~
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[Follow TCP Stream]

Marlk Packet (toggle)
Ignore Packet (toggle)

(4 Set Time Reference (toggle)
Manually Resolve Address
Apply as Filter
Prepare a Filter
Conversation Filter

Colorize Conversation




Follow TCP Stream

Kl Follow TCP Stream
-Stream Content

GET / HTTP/1.1

Host: www.asahi.com

Connection: keep-alive

Referer: http://home.att.ne.jp/gold/hebikuzure/1ink/bookmark. htm1

Accept: app1icationfxm1,app11cat10nthtm1+xm1,textfhtm1;q=0.9,textfg1&1n g=0. 8, 1mageﬁpn? J¥/%;0=0.5
User-agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-uUs) Applewebkit/534. 13 (KHTML ike Gecko)
Chrome,/9.0.597.98 safari/534.13

Accept-Encoding: gzip,deflate,sdch

ACCept-Language: %a,en—us;q=0.8,en;q=0.ﬁ

Accept-Charset: shift_JI5,utf-8;g=0.7,%;g=0.3

Cookie: SC_Cut=55605079; ebNewBandwidth_.www.asahi.com=1686%3A1297769203290;

_ utmz=261975709.1297769205.19.14. utmcsr=home. att.ne. jp|utmccn=_referral) |utmcmd=referral |utmcct=/
gold/hebikuzure/1ink/bookmark. htm]; __utma=261975709.505929985.1279864839,1297591984.1297769205.19;
__utmb=261975709.1.10.1297769205; IMPASEG=50%3D10198,/51%3D010876,/52%3010130,/53%3010127/54%3011132/55%
3011135/56%3D011136/57%3010451 /58%3011279,/59%3010474 /510%3010080

HTTP/1.1 200 OK

server: Apache/2

Content-Type: text/html

ETag: "5e35b4-ffa6-75f2b640"

Vary: Accept- Encod1ng
Content-Encoding: gzip
Cache-Control: max-age=3

Expires: Tue, 15 Feb 2011 11:29:26 GMT
Date: Tue, 15 Feb 2011 11:29:23 GMT
Content-Length: 19637

Connection: keep-alive

3

| Eind| | save As||print | Entire conversation (36078 bytes) © ASCII ©) EBCDIC ©) Hex Dump ©) C Arrays @ Raw

Filter Out This Stream ] [ Close
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“Follow TCP Stream” 2179 &. FD A b
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2011_02_15.cap - Wireshark

File Edit View Go Capture Analyze Statistics Telephu:-nE Tools

2 T &

I Filter: | tcp.stream eq 0

N0 Tie O OB

2 0.009% 63 211.131.226.15 192.168.1. 8

5 0.021536 211.131.226.15 192.168.1. 8
o 0.067490 211.131.226.15 192.168.1. 8
7 0.067496 211.131.226.15 192.168.1.8
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Statistics]| — [Protocol Hierarchy]

[l wireshark: Protocol Hierarchy Statistics

Protocol
E Frame
= Ethernet
= Internet Protocol
=l Transmission Control Protocol
= Hypertext Transfer Protocol
Line-based text data
Media Type
= Compuserve GIF
Malformed Packet
=) Portable Network Graphics
Malformed Packet
=) JPEG File Interchange Format
Malformed Packet

eXtensible Markup Language

Display filter: none

% Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes Er

1370 957097 0.655 0
1370 957097 0. 0
1370 957007 0. 2
1368 951523

978 929295

100.00 %
100.00 %
100.00 %

0Q O
7.88 %

3R ERER

0.95 9

7.88 %
0.95 %
1.02 %

0.36 %

i

1.90 %
0.07 %

0.15 %

48133 0.033

0.013
81349 0.056
15084 0.013
13138 0.009
7340 0.005
38168 0.026 36700
1468 0.001 1468

2537 0.002 2537




sie 7 MG S e

[Statistics] — [Endpoints]

Bl Endpoints: 2011_02_15.cap

cthemet: 2| Fibre Channe WA
IPv4 Endpoints

Address 1 Packets 4 Bytes 4 Tx Packets « Tx Bytes 4 Rx Packets 4 Rx Bytes 4 Latitude ¢« Longitude
192.168.1.8 1368 051 523 553 161 065 815 790 458 -
211.131.226.15 228 207 956 149 177 485 79 30 491 -
59.106.108.72 340 116 839 168 54 876 172 61 963 -
211.131.226.16 538 458 276 341 409 182 49 094
220.213.234.196 20 453 2 302 2232
143.90.194.26 107 108 863 104 497 4 366
74.125.235.78 51 255 21 965 23 3 616
145.90.194.25 1789 ] 766 1023
203.169.10.232 1388 3 48 8
115.69.195.172 3 000 1938 1 062

216. 0.209 7 1155 4 985 3 170

Mame resolution [C] Limit to display filter




Conversations

[Statistics] — [Conversations]

i Conversations: 2011_02_15.cap

Ethernet: 1| Fibre Channel | FDDI| IPv4: 15 WLAN

IPv4 Conversations

Address & 4 Address B 1 Packets « Bytes « Packets A->B 4 Bytes A->B « Packets A<-B 1« Bytes A<-B« =
192.168.1.8 211.131.226.15 228 207 996 30 491 149 177 485
50.106.108.72 102.168.1.8 340 116 83 i) 54 876 172 61 963
192.168.1.8 211.131.226.16 538 458 276 49 094 341 409 182
102.168.1.8 220.213.234. 20 4 53 2232
143.90.194.26 192.168.1. 107 108 BB3 104 497
74,125.235.78 192.168.1. al 2 21 965
143.90.194.25 192.168.1.8 1 3 766
192.168.1.8 203.169.10.232 1 388 8
115.69.195.172 192.168.1.8 3 000 14938
102.168.1.8 216.223.0.209 7 1155 3 170
e

Mame resolution [C] Limit to display filter




[Statistics] — [IO Graphs]

Bl Wireshark 10 Graphs: 2011_02_15.cap

10.0s

X Axis

Tick intewal:
Fixels per tick: ﬂ

[ View as time of day




Wireshark User‘s Guide
http://www.wireshark.org/docs/
wsug_html chunked/

Wireshark Wiki
http://wiki.wireshark.org/FrontPage
Wireshark University
http://www.wiresharktraining.com/



